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Annotatsiya. Ushbu maqola sun’iy intellekt (Sl) agentlari ragamli igtisodiyot tizimlarida tagsimlangan xizmatdan voz
kechish (DDoS) hujumlarini kamaytirishda ganday yordam berishini o‘rganadi. Ragamli transformatsiya axborot tizimlariga
tayanishni chuqurlashtirar ekan, DDoS hujumlari muhim infratuzilmalarning bargarorligi va ishonchliligiga jiddiy tahdid
soladi. An’anaviy himoya vositalari zamonaviy DDoS tahdidlarining miqyosi va moslashuvchanligiga qarshi turishda
ko‘pincha yetarli emas (CISA, n.d.).

Tadqgiqot S| asosidagi yondashuvlarga e’tibor qaratadi — mashinaviy o‘rganish, adaptiv qaror qabul qgilish va ko‘p agentli
hamkorlik orgali DDoS hujumlarini real vagt rejimida aniglash va bartaraf etish. Magolada trafik ogimini tahlil gilish, anomal
faollikni aniglash, tushuncha o‘zgarishini boshgarish (concept drift) va avtonom javob strategiyalari kabi metodlar yoritilib,
ular moliyaviy xizmatlar, elektron hukumat va biznes infratuzilmasining barqarorligini ganday kuchaytirishi ko‘rib chiqiladi.

Natijalar S| agentlari aniglash anigligini oshirishini, tezkor javob berishni ta’minlashini va o‘zgaruvchan tahdidlar fonida
igtisodiy xavfsizlikni mustahkamlashini ko‘rsatadi. Sl asosidagi tizimlar yirik kiberxavflardan ragamli igtisodiyotlarni himoya
qgilishda va bargaror igtisodiy o‘sishni qo‘llab-quvvatlashda muhim ahamiyatga ega.

Kalit so‘zlar: Sun’iy intellekt; DDoS hujumlari; S| agentlari; Ragamli igtisodiyot; Igtisodiy xavfsizlik; Kiberhimoya;
Anomaliyani aniglash; Moslashuvchan tizimlar; Tizimlarga kirishni aniglash; Mustahkamlovchi o‘rganish.

Abstract. This paper investigates how artificial intelligence (Al) agents can mitigate Distributed Denial-of-Service (DDoS)
attacks within digital economic systems. As digital transformation deepens reliance on networked information systems,
DDoS attacks threaten the stability and reliability of critical infrastructure. Conventional defenses are often too limited to
counter the scale and adaptability of modern DDoS threats. ((CISA), n.d.)

The study focuses on Al-driven methodologies using machine learning, adaptive decision-making, and multi-agent
collaboration to detect and counter DDoS attacks in real time. It highlights strategies such as traffic flow analysis, anomaly
detection, concept drift management, and autonomous response, and examines how these enhance resilience across
financial services, e-government, and business infrastructure.

The results show that Al agents improve detection accuracy, enable faster response, and strengthen economic security
amid evolving threats. Al-based systems are vital for protecting digital economies from large-scale cyber disruptions and
supporting sustainable economic growth.

Key words: Artificial Intelligence; DDoS Attacks; Al Agents; Digital Economy; Economic Security; Cyber Defense; Anomaly
Detection; Adaptive Systems; Intrusion Detection Systems; Reinforcement Learning.

AHHOTauUusi. B paHHOM cTatbe paccMaTpuBaEeTCd, Kak areHTbl UCKycCTBEHHoro wunHtennekta (MW) moryT nomoub
CMSAMYUTb pacrnpeaerneHHble atakum Tuna «otkad B obcnyxveaHun» (DDoS) B umdposon akoHomuke. Mo mepe Toro, Kak
uncpoBas TpaHcopMaLms YyCMnnBaeT 3aBUCMMOCTb OT MHAPOPMaLIMOHHbIX cucTtem, DDoS-atakn npeacrasnsoT cobon
3HAYMTENbHYIO Yrpo3y Ans YCTOMYMBOCTM WU HaOEXHOCTU KPUTUYECKON WHAPACTPYKTYpbl. TpaauLUMOHHbIE CpeacTBa
3alMTbl YaCTO OKa3blBaOTCA HE3AMdEKTMBHLIMM AN MPOTUBOAENCTBUA MaclTaby n rmbkoctn coBpemeHHbix DDoS-
yrpos (CISA, n.d.).
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B ctatbe OCHOBHOE BHUMaHWe yoendeTtcda nogxogamMm Ha OCHOBe A ana O6Hapy>KeHVIF| n cmsardyeHnss DDoS-atak B
pexunme pearibHOro BpemMeHun ¢ nomMoLlbo MallnHHOro 06yquM;|, a4anTMBHOMO MPUHATUSA PELLUEHUA N MHOFOareHTHOro
B3aMMoencTBus. B cTaTtbe paccMaTpuBaroTCs Takme MeTofbl, Kak aHanua notoka Tpaduka, o6Hapy>KeHV|e aHoMarsnbHOMn
AKTUBHOCTMU, ynpaBlieHne Opendom KOHLUEeNUUn U cTpaternm aBTOHOMHOIO pearMpoBaHus, a Takke aHann3npyeTcd, Kak
OHW MOTYT NOBbICUTb yCTOI7IHMBOCTb (PMHaHCOBbIX yCnyr, 3NEeKTPOHHOro npaBuUTeEnbCTBa U 6VI3HeC-VIH(bpaCprKTypr.

PesynbraTbl nokasbiBaloT, YTO areHTbl Ha ocHoBe MW nmoBblwaloT TOYHOCTb OBHapyxeHusi, obecneynBalor ObiCcTpoe
pearvpoBaHVe W YKpPennsilT 9KOHOMMYECKYtd 6e3omnacHOCTb nepen nuLOM pasBuBaloLmMxcs yrpo3. Cuctembl Ha
ocHoBe W vrpatoT BaxkHyto ponb B 3alimTe LMdpoBOr SKOHOMUKM OT OCHOBHBIX KMGEpYrpo3 1 noaaepXke yCTOMYMBOro
3KOHOMMYECKOro pocTa.

KritoueBble cnoBa: WckycctBeHHbIn uHTennekT; DDoS-ataku; Sl-areHTbl; LindppoBas skoHoMuKa; IKkOHOMUYecKasi
6esonacHocTb; KnbepbesonacHocTb; O6HapyxeHve aHomanui; ApantuBHble cucTembl; OBHapyXeHNe BTOPXEHWI;
O6y4eHne ¢ NoaKpenneHnem.

INTRODUCTION

The rapid evolution of the digital economy has profoundly transformed economic systems, business
processes, and national infrastructures globally. As reliance on digital technologies intensifies, ensuring the
stability and security of cyberspace has emerged as a paramount concern. Among the most disruptive and
persistent threats within this domain are Distributed Denial-of-Service (DDoS) attacks. Such attacks aim to
incapacitate digital services by overwhelming systems with excessive traffic, thereby causing financial losses,
reputational harm, and heightened national security risks.

Within the context of the digital economy—where e-commerce platforms, online financial systems, and
governmental e-services are integral-DDoS attacks not only compromise technological infrastructure but also
engender significant economic challenges. As cyber threats become increasingly sophisticated, conventional
static defense mechanisms often prove inadequate for detecting and responding to evolving patterns of malicious
activity. In this context, the deployment of Artificial Intelligence (Al) agents offers a promising, adaptive solution.

Al-based agents monitor, learn from, and respond to traffic anomalies in real time, enabling early detection
and mitigation of DDoS attacks. These agents analyze flow-based data to discern hidden patterns, quickly
recognize abnormal traffic, and promptly adapt to new attack methods using machine learning. By rapidly
identifying, assessing, and countering emerging threats, Al-based agents deliver direct benefits: they provide
robust, automated defense for enterprise systems and protect critical economic infrastructure. This enhances
both micro-level security and macro-level resilience in national networks.

This study investigates the use of intelligent agents to detect and prevent DDoS attacks in the digital
economy. The analysis underscores the significance of these systems in maintaining economic security. It
elucidates how Al-powered agents can serve as a proactive, effective line of defense within contemporary
cybersecurity strategies.

LITERATURE REVIEW

The increasing size and complexity of Distributed Denial-of-Service (DDoS) attacks pose a challenge to
digital infrastructure. This is especially true for financial, governmental, and enterprise systems in the digital
economy. Traditional defense methods such as firewalls and rule-based intrusion detection systems often fall
short against evolving attack techniques [1]. As a result, artificial intelligence (Al) is emerging as a new way to
enhance cyber resilience.

Recent research highlights the importance of intelligent agents for detecting and stopping DDoS attacks.
These agents act quickly and automatically, reducing the need for manual intervention and shortening response
time. Using machine learning (ML), Al agents can monitor network traffic, find anomalies, and react in real time.
Reinforcement learning agents, for example, adapt to changing attack styles and significantly improve defense
accuracy [2].

Researchers studied how Al agents could work within intrusion detection systems (IDSs) in various settings.
In software-defined networks (SDNs), centralized control allows close monitoring. This setup helps ML-based
models spot unusual activity with high accuracy [3]. Ensemble learning has also been suggested to improve the
detection of both low-rate and high-rate DDoS traffic, using flow-based data features [4].

Multi-agent systems are gaining attention for dividing detection tasks and allowing better scaling. In a
decentralized setup, agents collaborate by sharing their findings and model updates. This keeps detection
accurate even as threats change [5]. Federated learning lets agents train locally and occasionally combine
models. This builds global knowledge and keeps user data private, which suits distributed economic systems

(6].
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Successful DDoS attacks have major effects on economic security. These attacks can harm reputations,
cut revenue, and disrupt national digital services [7]. Adaptive Al agents can reduce these risks in a scalable,
cost-effective way.

Current research shows a shift from static defense to smart, agent-based strategies. These agents use
supervised, deep, and reinforcement learning. They also work together for real-time, scalable security. As the
digital economy grows, Al agents are key to economic security and business continuity.

RESEARCH METHODOLOGY

This study uses a multi-layered methodological approach to investigate how artificial intelligence (Al)
agents detect and mitigate Distributed Denial-of-Service (DDoS) attacks in digital economic environments.
The methodology combines theoretical model development and experimental validation. Simulated traffic and
Al-driven detection frameworks support this validation.

1. Conceptual Model Design. The research begins by designing an intelligent agent architecture tailored
to cyber defense. This architecture uses autonomous agents embedded in a simulated digital economic
infrastructure, such as online banking or e-commerce services. Each agent monitors real-time traffic, analyzes
flow-based features, and makes autonomous decisions using machine learning. The model also supports
agent cooperation. Agents share information through a secure message-passing system, allowing them to
detect distributed threats together.

2. Simulation Environment. A synthetic network environment is built to emulate conditions of the digital
economy. The environment includes economic services like payment gateways and data servers. It simulates
normal and malicious traffic using various DDoS attack vectors: UDP flood, TCP SYN flood, SlowLoris, and
amplification attacks. The simulation keeps a realistic balance between legitimate and malicious patterns.

3. Machine Learning Models and Agent Intelligence. Each Al agent employs a machine-learning model
trained to detect anomalous activity. The models used include:

- Random Forest (RF), selected for its computational efficiency and interpretability,

- Long Short-Term Memory (LSTM) networks, employed to capture temporal attack patterns,

- Reinforcement Learning (RL) is used for adaptive decision-making.

4. Training uses both synthetic and publicly available datasets, such as NSL-KDD and CIC-IDS2017.
These datasets contain labeled attack scenarios. The focus is not on specific datasets but on evaluating agents’
learning and adaptation.

5. Adaptive Learning and Feedback Loop. To address evolving threats, agents have adaptive learning
mechanisms. When they detect suspicious traffic, they save new flow samples. Agents then update their
models through incremental learning or periodic mini-batch retraining. A reinforcement signal from detection
results (true/false positives and negatives) adjusts each agent’s decision threshold.

6. Evaluation Metrics. The system is evaluated according to the following metrics:

— Detection Accuracy (True Positive Rate),

- False Positive Rate,

- F1-Score,

- Detection Latency (time to respond after an attack starts),

- Adaptation Time (how fast agents change to new attack types).

7. These metrics are analyzed at both the individual-agent and multi-agent-system levels.

8. Comparative Baseline. A non-adaptive static model serves as a benchmark. Performance differences
between static detection and adaptive Al agents are compared. This shows the advantages of agent intelligence,
collaboration, and continual learning.

ANALYSIS AND RESULTS

The experimental evaluation of the proposed Al-based defense system demonstrates significant gains
in DDoS detection. It also improves adaptive response and resilience within simulated digital economic
infrastructures. The results are examined in three main ways: detection accuracy, adaptability to changing
threats, and consequences for economic security.

The Al agents showed high detection accuracy on various DDoS attack types. In tests using simulated
economic network traffic, Random Forest (RF)-based agents averaged a 0.98 F1-score. LSTM-based agents
achieved up to 99.2% accuracy against slow, stealthy DDoS patterns. These outcomes surpass the baseline
static system, which averaged only 85-88% because it could not adapt to new attack types.

The agents separated benign anomalies, such as sudden e-commerce spikes during sales, from malicious
activities. They kept the false positive rate below 1.5%. This low margin is vital in economic systems, where
false alarms may disrupt essential services.
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A primary benefit of the multi-agent system was its ability to adapt to changing DDoS strategies. When
faced with new or modified attack patterns, such as HTTP floods, agents retrained automatically and recovered
performance within minutes. Only 50-100 newly labeled flow samples led to an over 30% improvement in
detection, demonstrating that the agents could handle concept drift with little additional data.

Reinforcement learning further improved the system’s response policy. Agents learned to act only when
multiple correlated anomalies were present, thereby reducing unnecessary disruptions. On average, the system
adapted in 20—-30 seconds. This is fast enough for real-time threat mitigation in most economic applications.

The cooperative nature of the agent system was highly effective at detecting distributed and stealthy
attacks. In a simulated botnet case, malicious traffic spread across many endpoints. Individual agents struggled
to spot anomalies, but sharing alert signals let the system accurately detect the attack and launch a joint
defense.

This distributed detection made digital economy sectors, such as online banking and public e-services,
more resilient. By stopping outages and data breaches, the system keeps services running and reduces
financial and reputational risks.

When compared to a traditional IDS and a central ML-based system, the Al agent system showed:

» 25-35% higher accuracy on new attacks,

* 40% faster response time,

» 20% fewer false alarms in high-traffic situations.

These improvements support the view that intelligent, adaptive, and collaborative agents form a stronger
base for cyber defense in dynamic digital ecosystems.

However, the system has some limits. Deploying it in real settings would require careful tuning of learning
rates and agent communication to avoid overfitting or alert floods. Also, adversarial attacks on the learning
process, such as data poisoning, remain a big challenge. Ongoing research is needed for more robust Al
methods.

CONCLUSION AND SUGGESTIONS

This study demonstrates that artificial intelligence (Al) agents are essential for protecting digital economic
systems against the growing threat of Distributed Denial-of-Service (DDoS) attacks. As economies increasingly
rely on digital platforms, intelligent, real-time defenses become vital for maintaining economic stability and
resilience.

The multi-agent defense system—using flow-level traffic analysis, machine learning classifiers, and
reinforcement learning—achieved high accuracy, low false-positive rates, and strong adaptability to evolving
attacks. Its distributed detection and cooperative response capabilities effectively mitigate DDoS attacks that
threaten online financial services, e-government, and business infrastructure.

By incorporating adaptive learning (the ability to adjust models as new data arrive), the agents can adapt
their models with minimal data and latency, providing a self-improving defense that can respond to concept
drift (changes in attack patterns over time) and emerging threat vectors (new methods used by attackers).
Furthermore, the system’s collaborative architecture facilitates a comprehensive perspective of network activity,
thereby reducing blind spots and enabling more informed decision-making.

Suggestions for Future Research and Implementation:

1. Real-World Deployment and Scalability: Subsequent research should assess the system’s performance
in real-world digital economies at national or regional scales. This includes evaluations in cloud-native
environments, large-scale e-commerce platforms, and smart-city infrastructure.

2. Integration with Proactive Defense Systems: Future models should not only detect DDoS (Distributed
Denial-of-Service) attacks but also incorporate automatic mitigation strategies, such as dynamic traffic rerouting
(diverting network flows to reduce congestion), intelligent throttling (controlling the rate of traffic allowed
through), or the deployment of honeypots (decoy systems designed to attract and analyze malicious bots).

3. Securing the Learning Process: Research should prioritize adversarial robustness (resistance to
manipulation by attackers) to ensure that attackers cannot manipulate or poison the agent’s training processes.
Techniques such as trustworthy federated learning (distributed training across multiple nodes without sharing
raw data) and secure model updates may enhance system integrity. Economic regulators should consider
developing guidelines and standards for Al-based cybersecurity systems. Promoting widespread adoption
across public and private sectors could enhance overall cyber resilience.

4. Cross-Border Cooperation: Given the transnational nature of DDoS threats, international collaboration
in sharing threat intelligence and Al model updates could establish a collective defense framework for
interconnected economies.
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In summary, intelligent agents offer a robust path for modern cyber defense. Their learning, adaptation,

and collaboration are vital to protecting economic security during the digital transformation. Ongoing research
and strategic investment in Al-based defense will be crucial to keep pace with evolving cyber threats.
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